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Abstract: Most of the e-business recommender systems are based upon collaborative filtering (CF) algorithms. Since such
systems have been shown to be vulnerable to shilling attacks in which malicious user profiles are inserted into the system in order to
push or nuke the predictions of some targeted items, shilling attack detection has recently become a hot research topic in recom-
mender systems. Firstly, the effectiveness of five types of attacks against different CF algorithms is analyzed. Secondly, a feature se-
lection algorithm is presented. Two kinds of shilling attack detection algorithms based on supervised learning are then proposed: the
first one is based on naive Bayesian classifier, and the second one is based on k nearest neighbor ( kNN) classifier. At last, experi-
mental results show the effectiveness of the feature selection algorithm and the sensitivity and specificity of these two kinds of detec-
tion algorithms.
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